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DETAILED ACTION 
Claim Rejections - 35 USC § 112 

1 . The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

2. Claim 10 recites the limitation "determined period" in line 1. There is insufficient 
antecedent basis for this limitation in the claim. 

3. Claim 11 recites the limitation "determined period" in line 1. There is insufficient 
antecedent basis for this limitation in the claim. 

4. Claim 17 recites the limitation "second pre-determined periods" in line 1. There is 
insufficient antecedent basis for this limitation in the claim. 

5. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

7. Claims 1-5 are rejected under 35 U.S.C. 102(b) as being anticipated by Subrahmaniam et 
al., (U.S. Patent number 5671352). 

1. As per claim 1, Subrahmaniam et al., teaches (col. 1, lines 43-47) a method and apparatus 
for a dynamic error injection mechanism used in conjunction with a behavioral simulator in 
testing hardware and software. He also teaches (col. 55-60) a command referred as "inject error" 
used to specify errors to be tested and the address range to be tested. He thus teaches limitations 
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pertain to injecting a first data state anomaly into the software system. He also teaches (col. 2, 
lines 17-20) that the present invention enables users to not only test errors at will during any 
point of execution of the simulated system but to also specify the error type and address range to 
be used. He thus teaches limitations pertain to running the software system after the data state 
anomaly has been injected, checking for an unacceptable output if an unacceptable output is 
observed. He also teaches (col. 1, lines 63-65) to log the error and address range. He thus teaches 
limitations pertain to logging the unacceptable output if an unacceptable out put is observed. 

8. As per claim 2, He teaches (col. 2, lines 20-23) that the invention provides for a dynamic 
error testing capability to test error handling code and allows for testing of a broad range of 
errors and addresses. He thus would clearly teach a system adaptable for safety-critical system 
comprising a hazardous output. 

9. As per claim 3, He also teaches (col. 2, lines 17-20) that the present invention enables 
users to not only test errors at will during any point of execution of the simulated system but to 
also specify the error type and address range to be used. His system is thus clearly adaptable to 
systems comprising web site system. 

10. As per claims 4 & 5, He teaches as stated above per claim 2, that the invention provides 
for a dynamic error testing capability to test error handling code and allows for testing of a broad 
range of errors and addresses. Thus would include testing for undesired output. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
" section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

3. Claims 6-21 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Subrahmaniam et al., (U.S. Patent number 5671352) in view of Tierney et aL, U.S. Patent 
number 5513315). 

4. As per claim 6, Subrahmaniam teaches (col 2, lines 17-20) that the present invention 
enables users to not only test errors at will during any point of execution of the simulated system 
but to also specify the error type and address range to be used. He also teaches (col. 2, lines 20- 
23) that the invention provides for a dynamic error testing capability to test error handling code 
and allows for testing of a broad range of errors and addresses. He does not explicitly disclose 
that the unacceptable output comprises an unsafe shutdown of the software system. It would 
have been obvious to a person of ordinary skill in the art at the time the invention was made to 
realize that the unacceptable output would comprise an unsafe shutdown was claimed, since He 
teaches error testing capability to test error handling code and allows for testing of a broad range 
of errors and addresses, thus allowing a person of ordinary skill in the art to test for an output 
that comprises an unsafe shutdown of the software system. 

5. As per claims 7 & 9, He teaches (col. 1, lines 55-57) that the method of the invention 
provides several commands to control the kernel that is running at the user interface level and 
once such existing command enables the user to stop the simulation at any point of its execution. 
He thus teaches capability to stop the software system. 

6. As per claim 8, He teaches (col. 2, lines 17-20) that the present invention enables users to 
not only test errors at will during any point of execution of the simulated system but to also 
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specify the error type and address range to be used. He thus provides the ability to use a second 
data state anomaly different then the first data state anomaly. 

7. As per claims 10 & 1 1, He also teaches (col. 2, lines 17-20) that the present invention 
enables users to not only test errors at will during any point of execution of the simulated system 
but to also specify the error type and address range to be used. He thus would allow a pre- 
determined period that comprises a time period. 

8. As per claim 12, He teaches as stated per claim 1 above, a command referred as "inject 
error" used to specify errors to be tested and the address range to be tested. He thus teaches 
limitations pertain to inserting an assertion into the software system. 

9. As per claim 13, He teaches (col. 5, lines 30-33) that the user is notified of whether or not 
the error handler was able to handle the particular error generated. He also teaches (col. 5, lines 
34-36) that if the error to be tested is a correctable error and if the error handler is working 
correctly, the normal operation should resume after the error handler has completed its 
execution. He thus teaches to insert a corrective action into the software system responsive to the 
assertion. 

10. As per claim 14, Subrahmaniam et al, substantially teaches the claimed invention as 
disclosed related to claim 1 above. He also teaches (col. 3, lines 29-32) that the injection of 
errors may be performed at any time during which simulated system is in execution. He thus 
teaches limitations pertain to initializing the software system, running the software system. He 
also teaches (col. 55-60) a command referred as "inject error" used to specify errors to be tested 
and the address range to be tested. He thus teaches limitations pertain to injecting a first data 
state anomaly into the software system. He also teaches (col. 2, lines 17-20) that the present 
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invention enables users to not only test errors at will during any point of execution of the 
simulated system but to also specify the error type and address range to be used. He thus teaches 
limitations pertain to running the software system after the data state anomaly has been injected, 
checking for an unacceptable output if an unacceptable output is observed. He also teaches (col 

I, lines 63-65) to log the error and address range. He thus teaches limitations pertain to logging 
the unacceptable output if an unacceptable out put is observed. He does not explicitly disclose 
that the unacceptable output comprises an unsafe shutdown of the software system. He also 
teaches (col. 2, lines 20-23) that the invention provides for a dynamic error testing capability to 
test error handling code and allows for testing of a broad range of errors and addresses. It would 
have been obvious to a person of ordinary skill in the art to realize that the unacceptable output 
would comprise an unsafe shutdown was claimed, since He teaches error testing capability to test 
error handling code and allows for testing of a broad range of errors and addresses, thus allowing 
a person of ordinary skill in the art to test for an output that comprises an unsafe shutdown of the 
software system. 

II. As per claim 15, He teaches (col. 2, lines 17-20) that the present invention enables users 
to not only test errors at will during any point of execution of the simulated system but to also 
specify the error type and address range to be used. He thus provides the ability to use a second 
data state anomaly different then the first data state anomaly. 

12. As per claim 16, He also teaches (col. 2, lines 17-20) that the present invention enables 
users to not only test errors at will during any point of execution of the simulated system but to 
also specify the error type and address range to be used. He thus would allow a pre-determined 
period to be changed. 
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13. As per claims 17 & 18, He also teaches (col. 2, lines 17-20) that the present invention 
enables users to not only test errors at will during any point of execution of the simulated system 
but to also specify the error type and address range to be used. He thus would allow first and 
second pre-determined periods comprising time periods. 

14. As per claim 19, He teaches as stated per claim 1 above, a command referred as "inject 
error" used to specify errors to be tested and the address range to be tested. He thus teaches 
limitations pertain to inserting an assertion into the software system. 

15. As per claim 20, He teaches (col. 1, lines 63-65) to log the error and address range. He 
thus teaches limitations pertain to logging the hazardous output 

11. As per claim 21, He also teaches (col. 2, lines 17-20) that the present invention enables 
users to not only test errors at will during any point of execution of the simulated system but to 
also specify the error type and address range to be used. He thus would include a time stamp. 

16. Claims 22-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Subrahmaniam et al., (U.S. Patent number 5671352) in view of Sanchez et al., U.S. Patent 
number 6477666). 

12. As per claims 22 & 25, Subrahmaniam does not explicitly disclose that the plurality of 
information comprises an iteration count. Sanchez teaches (col. 2, lines 55-60) that determination 
is made of whether and when one of the respective faults be injected and an exception is 
automatically and timely triggered to inject a respective fault by the automatic fault injector at a 
corresponding location when the corresponding location has been reached and when it has 
determined that the respective fault should be injected at an appropriate time. He thus would 
include an iteration count. It would have been obvious to a person of ordinary skill in the art to 
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include the invention of Sanchez into the system of Subrahmaniam, since Sanchez invention 
provides a desirable advantage of being able to determine whether and when one of the 
respective faults be injected, thus providing motivation for the stated inclusion. 

17. As per claim 23, Subrahmaniam teaches (col. 2, lines 20-23) that the invention provides 
for a dynamic error testing capability to test error handling code and allows for testing of a broad 
range of errors and addresses. He thus would include a first data state anomaly. 

18. As per claim 24, Sanchez teaches (col. 2, lines 55-60) that determination is made of 
whether and when one of the respective faults be injected and an exception is automatically and 
timely triggered to inject a respective fault by the automatic fault injector, therefore would 
provide a time stamp. 

19. As per claim 26, Subrahmaniam teaches (col. 1, lines 61-65) that a range of addresses 
may also be specified within which to test the errors and when such a commands is issued the 
system logs the error and address range. It would have been obvious to a person of ordinary skill 
in the art to realize that Subrahmaniam also performs the step of analyzing the information in the 
log file to determine a safe operating period, since he specifies a range of addresses within which 
to test the errors and logs the address range. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nadeem Iqbal whose telephone number is (703)-308-5228. The 
examiner can normally be reached on M-F (8:00-5:30) First Friday Off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert W Beausoliel can be reached on (703)-305-9713. The fax phone numbers for 
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the organization where this application or proceeding is assigned are (703)-746-7239 for regular 
communications and (703)-746-7238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703SV305-3900. 




Nadeerrrlqbal 
Primary Examiner 
Art Unit 2184 
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